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Data Protection rules for churches 

1. Introduction 

The purpose of the new General Data Protection Regulation (GDPR), which is in force with effect 

from 25 May 2018, is to protect people’s data.   

These rules are a summary of the data protection rules that apply to the main areas of the work of 

the Church.  Please also read the Data Protection Policy, in particular sections 4 to 10, which sets out 

the data protection principles; the Churches Privacy Notice which sets out information relating to 

how we use personal data within the context of the local church; the Ministers’ Privacy Notice 

relating to their term of service; and Staff Privacy Notice relating to their employment. Additional 

policies and documents will be added to the website soon. Please refer to these as and when 

needed.  

For a list of Definitions of Key terms, please see section 12. 

If you have any queries, please contact the General Assembly Office for guidance. 

 

2. Information that can be held by church Officers 

Church Officers can continue to hold the contact details of members.  Also they may continue to 

hold contact details of persons who have regular contact with the church, e.g. adherents and those 

attending various groups run by the church such as toddler groups, youth clubs.  Further, they may 

continue to hold contact details for individuals who hire the church building for community use, such 

as slimming clubs; and also third parties who carry out work at the church e.g. PAT testing, heating 

boiler, or electricity checks. Church officers can continue to hold information regarding financial 

contributions and gift aid reclaimed.  That is, this data is processed because it is part of the 

legitimate activities of the church.  The information must be held securely (see Section 8), and must 

not be disclosed to anyone else except as noted in these rules.  Also, the duration of time that the 

information is held must comply with the data retention rules (a Data Retention Policy will be 

available soon on our website or from the General Assembly Office). 

 

3. Annual Report 

3.1. You can include the names and contact details of Ministers, Elders, Workers, Treasurers, 

Secretaries (provided they are members of the PCW) 

 

3.2. List of Members – you can include names only (but see 3.6 below).  However where the 

members have a role within the church, you need to carry out a ‘legitimate interests 

assessment’ to determine whether you need to include their contact details as well.  What a 

legitimate interests assessment means is that you need to assess the balance between the 

legitimate interests of the church and the protection of the interests or fundamental rights of 

the individual.  For example, the contact details of a youth leader or caretaker could be 

included because a need to contact them directly may arise.   You can still include rotas such 
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as preaching rotas, flowers rotas etc, noting names of individuals however the contact details 

of those on rotas should not be included. 

 

3.3. Adherents and children – you may not include their names or details in the Annual Report (but 

see 3.6 below) 

3.4. Visiting preachers – you may include the names, provided that they are church 

ministers/elders/members in other churches, because through their ordination or 

membership, they will have made a public declaration of their Christian belief. 

3.5. News and updates about the activities of the year.  You can include names of ministers, 

members, elders, workers (but not adherents or children) when summarising the news and 

activities.  If you wish to note the names of those who are suffering from illness for the 

purposes of prayer etc, you need to obtain the consent the individual. 

3.6. There will be some categories of individuals and data that you cannot use as a result of the 

application of the rules set out above.  However, if you are still keen to include the categories 

of individuals/data in your Annual Report, you may continue to do so, where you have the 

explicit consent of the individual or in the case of a child/youth (aged 15 or under), the 

consent of a parent/guardian. Please refer to section 8 for details of how to do this. 

3.7. Financial statements – you need to continue to follow the rules set out in Appendix 11 of the 

Handbook of Order and Rules: Reporting and Auditing Requirements.  Where the accounts 

need to be independently examined or audited, you must either use a professional firm of 

auditors who will have terms and conditions of business which cover data protection (this 

should be a standard practice), or a member of the PCW.  As there is a requirement for the 

protection of data, it will no longer be appropriate for a person who is not a PCW member to 

carry out this role. 

3.8. Printing – if you use an external organisation to print the annual report, you will need to use 

the Data Processing Agreement for Printing Services, which is available on our website or 

through the General Assembly Office.    

Guidance Note: The local church and Printer need to complete Part A only.  Part B contains the 

PCW’s standard terms and conditions and must not be amended. Please contact the Head of 

Strategic Support at the General Assembly Office if there are any queries and also if the fee 

payable to the Printer exceeds £10,000.   

If the Printing Service is solely to typeset and print an agreed number of Annual Reports for the church, 

no amendments are required to the Data Processing Details below.  However, if other or 

additional Printing Services are to be provided, the Data Processing Details below need to be 

altered to reflect this.  Contact the General Assembly Office for assistance if required. 

  

3.9. You should destroy all previous years’ Annual Reports in a secure way. 

3.10. Legacies – data protection does not apply to deceased individuals therefore the details of a 

legacy can be included. 

3.11. These rules have been prepared on the basis that the Annual Reports are not circulated 

externally.  If you need to circulate the Annual Report externally (except for printing or 

independent examination/audit purposes), please contact the General Assembly Office for 

further guidance. 

3.12. You may continue to send Annual Reports to archive, on the basis that the information is to be 

used for historical research purposes.  However, you may only archive documentation in the 
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PCW archive at the National Library of Wales, because access to such documentation is 

restricted. 

3.13. You must insert the data protection paragraphs into the cover or front page of the Annual 

Report, which are available on our website or through the General Assembly Office. 

 

4.  Presbytery Directories 

The rules that apply to Annual Reports will also apply to Presbytery Directories.  In particular, 

you should note that:- 

• You can include the names and contact details of Ministers, Elders, Workers, Treasurers 

and Secretaries (provided they are members of the PCW). 

• You should destroy all previous years’ Presbytery Directories/Yearbooks in a secure way. 

• The advice is that you are no longer to sell the Directory/Yearbook because it is 

considered an internal document within the Connexion.  Also as the declaration in the 

cover page asks for the Directory/Yearbook to be destroyed at the end of each year, it 

would be unfair to charge for a booklet that will be destroyed after one year. 

 

5.  Communication 

5.1     Communication of news, events, activities and services of the PCW to members/adherents – 

 

• Electronic communication – You must obtain individuals’ specific consent, in order to send 

information to them electronically (e.g. by e-mail), regarding the news, events, activities and 

services of the church (e.g. details of Sunday services, coffee mornings, children’s groups). This 

will apply to church members, as well as adherents and any other individuals who are on your 

e-mail list. To obtain this consent, use ‘Form 1: Basic Consent’ if you choose to follow Option B 

(see section 9.2). Use Forms 2-5 if you choose to follow Option C (see section 9.3). You must 

ensure that you keep individuals’ e-mail addresses confidential when sending e-mails, by using 

the Bcc button. 

You must provide a wording on every e-mail which allows individuals to opt out easily.  You 

could adapt the following sentence: If you do not wish to continue to be on our e-mail list, 

please [reply to this e-mail noting your decision] [click on the button/link that states 

‘unsubscribe from this list’].  You will then need to immediately update your e-mail lists for 

individuals who opt out. 

• Communication by post – consent is not required, however you need to carry out a ‘legitimate 

interests assessment’ e.g. you may conclude that no more than 4 postings a year is 

appropriate. 

• Communication through social media such as facebook, twitter etc – consent is not required.   

 

 

5.2     Contents of newsletters, notice sheet, e-bulletin, website, and social media. 

The same considerations that apply to the Annual Report (see sections 3 above and section 9 

below) apply to newsletter, notice sheets, and e-bulletins etc.   
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You can share member data externally, e.g. on a church website or in the local paper, however 

you need to consider the matter further.  The ‘legitimate interests assessment’ will differ 

where data is shared outside the PCW because the effect on an individual’s privacy will 

potentially be greater.  For example, if you wish to share an individual’s personal testimony 

externally e.g. on the church website, social media, you should obtain the consent of the 

individual. 

6.  Prayer requests 

You can circulate prayer requests on the strict basis that they are not disclosed outside the church.  

For example, you can mention the names of individuals who are unwell, in prayer, during a church 

communion service or share prayer requests by text messages or e-mail as long as you comply with 

the rules in section 7 below, and also that they are not disclosed outside the church. 

7.  Meeting documentation 

You can include individual’s personal data in meeting documentation, provided that you comply with 

the provisions of the privacy notice, and data protection policy and confidentiality requirements.  

The main points are summarised here: 

7.1 Members, and individuals who have regular contact with the church 

• The meeting documentation must not be disclosed outside the Church (in this context, the 

entire Connexion is included).  You can include details of members and persons who have 

regular contact with the church.  You need to have appropriate safeguards in place.  For 

example, if the matter discussed is a particularly sensitive matter or if it involves a child, you 

should anonymise the individual e.g. Adult A, Child B etc; or only hold the relevant 

documentation securely in the church office. 

• You need to hold the information securely (see section 8) 

• You must carry out a ‘legitimate interests assessment’. 

7.2 Staff – confidentiality in our Employment Procedures 

From time to time, we have to make decisions concerning matters which relate to our 

workers and we need to keep the details of these discussions/decisions confidential. If a 

situation like this arises, the Line Manager, in consultation with the General Secretary 

(where he is not the Line Manager), the Moderator of the General Assembly, the Chair of 

the relevant Board/Department, the Human Resources Department, and in the case of a 

‘local worker’, the Secretary of the church/pastorate, and any other individual(s) that they 

decide should be a party to the confidential discussion, will make a decision. The decision 

will be reported to the relevant Board/Department or to the church / pastorate. 

 

 

8. Security 

If you carry out church work and use any electronic devices to process personal data from the 

church and/or PCW, the following rules must be complied with: 
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• If you have been provided with a device from the PCW, you must use that device for all PCW 

work.  You must follow any PCW rules provided, regarding the use of the PCW owned device; 

• If you have not been provided with a device from the PCW, your device must be password 

protected; any document containing personal data must also be protected with a password; 

and you must have up to date security software in place on the device; 

• If you have been provided with Office 365 and/or an e-mail address from the PCW, it must be 

used for all PCW work, and you must follow any PCW rules provided in connection with the 

use of Office 365 and/or the e-mail address.   

• Where you use your own personal e-mail address for PCW work, we recommend that a two-

step verification process is used.  This is a two stage sign-in – the first is password based; the 

second is a code that is sent to your phone, that needs to be used to sign into the e-mail 

account. 

• The password strength must be the maximum strength possible. 

If you hold personal data in paper form, the data must be kept securely.  If the data comprises of 

information that is confidential in nature, it must be locked, e.g. in a cupboard/cabinet. 

The rules on security measures has been drafted in order to enable the PCW to comply with the data 

protection rules. You can only process individuals’ data where these security safeguards are in place.  

Therefore, compliance with these security measures is very important, to enable the Church to 

continue to operate effectively.   

 

9. Consent 

You can choose to follow one of the three following options. You can decide to use none of the 

consent forms; or to use only Form 1; or to use Forms 2-5. 

9.1 Option A - If you do not wish to use any consent forms, then your use of individuals’ personal 

data will be restricted to the rules set out in sections 3.1-3.5 of this document. Also, you 

cannot communicate electronically to notify them of news, activities, events and services of 

the church. 

9.2  Option B – If you would like to communicate electronically with individuals to notify them of 

news, activities, events and services of the church, you need to give Form 1 to the individuals. 

You may communicate electronically with all individuals who complete and return the form to 

you. Other than electronic communication, your use of individuals’ personal data will be 

restricted to the rules set out in section 3.1-3.5 of this document. 

9.3  Option C – If you wish to include details about adherents and children, and more details about 

members (e.g. contact details) in your Annual Report and newsletter etc, you need to use 

Forms 2-5. You need to give Form 2 to all members; Form 3 to all adherents; Form 4 to 

parents/guardians of children who attend groups at the church; Form 5 to youth aged 16 +17 

who are not members but attend youth groups at the church. You may only use the personal 

data noted in each respective form where they have consented by ticking the relevant boxes. 

Where their consent is not given, your use of their data will be restricted to the rules set out in 

section 3.1-3.5 of this document. Forms 2-5 include the question regarding electronic 

communication. You may communicate electronically with all individuals who tick the ‘keep 

you informed about news events, activities and service of the church’ box. 
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It is important that you keep a record of the consents received, and we recommend that you review 

the data held on an annual basis, when you are preparing the Annual Return.  If an individual 

withdraws consent, you must stop processing the data (other than where it is required by law).  

However this will not affect any personal data that has already been processed prior to the point of 

withdrawal of consent. 

Please note that consent forms must not be sent electronically to individuals. They can be posted or 

given to individuals by hand, or placed on chairs/pews for individuals to complete and return.  

10. Review 

These rules were prepared in September 2018 and will be reviewed periodically.  

11. Archive 

You may only archive documentation in the National Library of Wales. The consent of the Historical 

Society of the Presbyterian Church of Wales through the Curator, is required to access the archives.  

12. Definitions 

12.1 Personal data means information relating to identifiable individuals, such as job applicants, 

current and former employees, agency, contract and other staff, Ministers, Elders, Office 

Holders, Members, Adherents, suppliers and other contacts. This includes expression of 

opinion about the individual and any indication of someone else’s intentions towards the 

individual. 

12.2 Special category personal data means information revealing racial or ethnic origin, political 

opinions, religious or similar beliefs, trade union membership, physical or mental health 

conditions, sexual life, sexual orientation, biometric or genetic data. Personal data relating to 

criminal offences and convictions should also be treated as special category personal data. 

12.3 Processing data means any activity that involves the use of personal data. It includes 

obtaining, recording or holding the data, or carrying out any operation or set of operations on 

the data including organising, amending, retrieving, using, disclosing, erasing or destroying it. 

Processing also includes transmitting or transferring personal data to third parties. 

 


